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< insecure-bank > @ insecure-bank [/ ¥ main (default) v

& Summary  Issues  Components  Licenses  Tests  Branches @) Settings

® 2 °@

R > Triage Status

- Issue Type Location Filename/Origin Tool Type ~  Triage Status CWE Vulnerability | Jira ID First Detectet
» Issue Type ) .
@ u Cross-site Scril rc/mainfjavajorg/hdivsamples/c DashboardController.java DashboardController.java SAST Not Triaged CWE-79 0Oct 14, 20...
» Issue Category
@ n SQL Injection It g/hdivsamples/c dController.java DashboardControllerjava SAST Not Triaged CWE-89 Oct 14, 20...
» Severity
[+ ] SQL Injection favaforg o ontrollerjava  DashboardControllerjava  SAST Not Triaged ~ CWE-89 0ct 14, 20,
~ Tool Type 2
Trpe H SQL Injection rc/mainfjavajorg/hdivsampl ivityController.java ActivityController.java SAST Not Triaged ~ CWE-89 Oct 14, 20...
SAST (104)
SCA (303) u SQL Injection rc/mainfjavajorg/hdivsamples/c DashboardController.java DashboardController.java SAST Not Triaged CWE-89 0Oct 14, 20...
» Location ________________________________________________________________________-_______________________________________________|
Issue Details Contributing Code Events
» CWE e —
Severity: Issue Type: Cross-site Scripting 2 occurrences
» Standard v:0 iE S
» Owner Location: sr 'DashboardController.java Hide File Path

T0Utils copy(file getInputStream(), new FileOutputStream(tmpFile))
Stream ois = new ObjectTnputStream(file getInputsti
ois. readobject ()

ois.close()

ean())

1. Reading data from an HTTP request, which is considered tainted
2. Coneatenating "file.getOriginalFilename()” to an HTML page allows cross-site scripting, because it was not properly sanitized for context HTML PCDATA block.
3. Perform the following escaping in the following order to guard against cross-site scripting attacks with Java. For example: "Encode.forHtmi(file)" * Use the "Encode.forHtmI” function from the OWASP Java Enceder. This escapes the output for HTML.
4. Printing to HTML output.

return "<p>File ‘" + file.getOriginalFilename() + "* uploaded successfully</p>

else |
return

+ file. getOriginalFilename() + “* not processed, only previously donnloaded malicious file is allowed</p>
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» Summary  lssues  Componemts  Licenses  Tests  Setting
& S —.
Filters.
® ® ﬂ NEXT 2,921 resuits across 30 pac m < Export Bill of Materials ®
il Component ~
SecurtyRisk ~ | Component Name Match Type Usage License Name 2 components selected across 1 page
B ey ome
Critica ransitive Depen mamically Linke PL2 1
e o Boiicl 173 Transiive Dependency Dynamically Linked  LGPL2 File Type
(O #pache Load) (1) o Hoh Apache Ant1.7.1 LoPLze © 5PDX-json
2 Beanshell (1) anckivs Depe ket joon
g @ oeanstaeclent (1) o Low pache Ant 18.0 nsitive Dependency (+2)  DynamicallyLinked  LGPL2.1+
 FindBug s (1) i na
B s ) T e I e R Fie ame (Ogtona)
BV ) o Low FindBugs sr 20 Transitive Depend OynamicallyLinked  Apache 2.0
License v
arch by Nom ComponentDetails  Securiy Detalls  Licenses
by Security Risk: [Z]  Component Name: Apache Ant 1.7.1 Dependency Tree
Acme License (3)
CCicense (2) F— E—— CompanentOrigin: maven:orgapache.antantlauncher 7.1
Google VP8 (3) Apache Ant is a Javarbased build tool. I theory, it is kind of
Jabber Open Source (2) ke Make, but without Make's wrinkles [ ~#pache antant-launcher-software-ant:1.7.1 F——— (10 matches)
LaTeX Publc License(1) Component Links: an . Dom: W2 - com.symopsys.signorty2021 1029-swAPSHOT
htps-github.com/ okta/okta-commons-java/okta-confi-chec Srenii Oen il com syopeys 5oy 2021 1029 SNAPSHOT
[ MPL20@) ps:/github v
Public Domain (5) 4 maven: org antlauncher:1.7.1 (10 Matches) Cargo Core Ubedfar 120
Serols Soah Licanwatl) Ko Upprace G View Dependency Tree v 13 codehe g0 0 G b1 20
2shell2) Upgrade Guidance: Apache A 171
Short mave: g 39 st avlmncher 71
MatchType v 172
Cargo Core Uberjar
Tranitive Dependency (27) Known shortterm vulnesabilles: O i s liias
Direct Dependency (20) o
Fies Modifed (4) ‘Apache Ant
Files Added/Deleted (3) Long Term Upgrade Recommendation maven: g apache antantlauncher .71
180
Security Risk v Has no known vulnerabilites (P [ iR a0 S SHARARCT
camaopays a3 noy 202 1025 SNAPSHOT
Critical (21)
@ High (101)
fnciatest e ayopors 5oy 20211029 SNAPSHOT
@ Low (676)
Comopars 370y 2021 1025 SNAPSHOT
o aynopays g by 2021 1029 SNAPSHOT
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Issues  Tests (3 Settings

[«

Displaying 16 out of 16 matching issues [REEEEVNREN WECLLENEL]

O w IssueType Location Attack Target Triage Status CWE Vulnerability ID Fix-By First Detected

[} Improper Neutralization of Special Elements used in SQL Co... j tinfoil jldoLagin uid Not Triaged CWE-89 inSdays  Mar19, 2024, 1:11 AM
O B Improper Control of Interaction Frequency https://altoroj tinfoilsecurity.com Not Triaged CWE-770 in12days  Mar19, 2024, 1:11 AM
O P Use of Web Browser Cache Containing Sensitive Not Triaged CWE-525 in28days  Mar 19, 2024, 1:11 AM
O H  Exposed Dangerous Method or Function j tinfoil i ibe Method Not Triaged CWE-749 in28days  Mar19, 2024, 1:11 AM
O P Inadequate Encryption Strength j tinfoil i jsp [TLS_ECDHE_RSA_WITH... Not Triaged CWE-326 in28days  Mar 19, 2024, 1:11 AM
O B Insufficient Verification of Data Authenticity j.tinfoil i jfuti HostName Not Triaged CWE-345 in28days  Mar19, 2024, 1:11 AM

) P Cross Site Seripting - Reflected j.tinfoi i HostName Not Triaged CWE-79 in28days  Mar 19, 2024, 1:11 AM

Issue Details  Evidence [©)
Location: tinfoilsecurit, util/server jsp?H ip 10345);</script> Hide File Path

Issue Details

First Detected: Tool:

Mar 19, 2024, 1:11 AM {AST-DAST

Fix-By: Scan Date and Time:

in 28 days (Apr 18, 2024, 1:11 AM) Mar 20, 2024, 9:29 AM

Issue Type: Vulnerability: Overall Score

Cross Site Scripting - Reflected 61

Description: Severity:

Reflected XSS (Non-Persistent) occurs when an injection from one request is displayed in a following response from the web server. E Medium
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- Salesforce Apex 7F—Xvh - XML - Erlang/Hex/Rebar  + NuGet
+ C/C++ « AWS Cloud Formation - Apache Ivy . Git + Packagist
- C# + Kubernetes - BitBake - Go Dep - PEAR
- Go - Terraform - Cargo + Gogradle + pip
+ Java - YAML - Carthage + Go Modules + pnpm
+ JavaScript - JSON - CocoaPods + Go Vendor - Poetry
* Kotlin . . - Conan - Gradle - RubyGems
. ObjectiveC/C++ ~ Y—AA—R-IRXIAV|- . Conda . Hex . SBT
- PHP AT L (SCM) - CPAN - Lerna - Swift and Xcode
* Python . GitHub - CRAN - Maven + Yarn
* Ruby - GitLab + Dart * npm
* Swift ‘ - Azure DevOps
* TypeScript - Bitbucket
+ Visual Basic
B&RV/TIRGRASE VIV IIT 1T )T1 FIV—T TEL: 03-6746-3600
T 158-0094 RREHHEAX E/I| Email: sig-japan@synopsys.com
2-21-1 ZFE)INZARF TR WWW.Synopsys.com/jp/software
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